
3GPP TSG-SA WG2 Meeting #130 
S2-1900595
Jan 21 – 25, 2019, Kochi, India


Source:
Huawei, HiSilicon

Title:
5GLAN communication discussions
Document for:
Discussion

Agenda Item:
6.15.1
Work Item / Release:
Vertical_LAN / Rel-16

Abstract of the contribution: This contribution discusses the 5GLAN communication aspect.
1. Introduction

In SA2 #129bis, SA2 had made conclusions on KI#5. To implement 5GLAN communication, the following aspects shall be studied:

-
PDU Session management enhancements, this includes PDU Session and 5GLAN Correlation, etc.

-
User Plane management enhancements, this includes local switch, Nx-based routing, and N6-based routing, etc.
This contribution lists the fundamental problems on each aspect, and discusses the potential solutions to the problems in order to enable 5G LAN-type service in 5G system.
2. Discussion
2.1 PDU Session Management Enhancement
2.1.1 General

The 5G LAN-VN that provided by 5G network offers 5G LAN-type service for the member UEs in 5GLAN group. The PDU session provides UE with the data connectivity to the 5G LAN-VN. The UE shall provide information correlating the intended 5GLAN group in PDU session establishment request. The information correlating the 5GLAN group shall be discussed.
2.1.2
Information correlating the 5GLAN group

The UE shall provide information identifying the 5GLAN group in PDU session establishment request. This information is used to correlate the PDU Session and the 5G LAN-VN corresponding to the 5GLAN group. Three options can be considered:

Table 2.1.2-1 options to identify 5GLAN group for PDU Session
	
	information identifying the 5GLAN group
	Pros
	Cons

	Option 1
	Special DNN
	Straightforward
	DNN resource is scarce, it is precious for MNOs
Inextensible, each new created DNN brings lots of configuration work
Don’t support one DNN = multiple Groups

	Option 2
	Normal DNN+UE’s assistance
	Reuse the normal DNN
Support one DNN = multiple Groups
	May have impacts to NAS layer

	Option 3
	Normal DNN+DN-AAA’s assistance
	Reuse the normal DNN

Support one DNN = multiple Groups
	Impacts to secondary AA

Only valid for SMF


DNN resource is scarce, it is precious for MNOs. Each DNN requires lots of configuration work in the network, e.g., NRF, SMF, and UPF. The DNN configuration will influence the traffic transmission at network. This work needs planning in advance taking the network deployment, commercial agreements into account.
For option 1, a special DNN is reserved for 5G LAN-type service, the network can distinguish the 5GLAN group from DNN itself, however the operators shall confirm whether the DNN resource is enough and extensible for 5G LAN-type service. 

If the pre-provisioned normal DNN is used for both normal DN and 5G LAN-type service, the network cannot differentiate the PDU Session to the DN or 5G LAN-VN for a particular UE i.e., the UE cannot simultaneously subscribed to a DNN for the DN and 5G LAN-type service unless the network receives assistance data:

· For option 2, the network receives 5GLAN group information in UE request (e.g., group id, LAN type of PDU Session), then the network distinguishes the DNN’s usage based on that additional group information. This will bring impacts to NAS layer.
· For option 3, the network receives 5GLAN group information in authentication and authorization data (e.g., group id, LAN indication), then the network (i.e., SMF) can distinguishes the DNN’s usage based on that additional information. This brings impacts to secondary AA and only valid for SMF.
For one DNN indicates to one 5GLAN group, the above three options can be considered. For one DNN indicates to multiple 5GLAN groups, the network can’t use a special DNN in UE request to distinguish a specific 5GLAN group, it must have the assistance data, e.g., option 2 and option 3.

Observation 1: the DNN can be used to denote the 5GLAN group. The DNN can be normal or special. In case of pre-provisioned normal DNN or one DNN to multiple 5GLAN groups, additional group information shall be received. 
2.1.3
Remaining issues

Besides the issues discussed above, there are also some other remaining issues: SMF Set Selection; Roaming support, e.g., whether LBO and/or HR can be supported for PDU Session accessing the 5G LAN-VN; UPF selection, e.g., how to select the optimal UPF for the new PDU Session and how to reselect the optimal UPF for the existing PDU Sessions; Interworking support, e.g., whether interworking with EPS can be supported for PDU Session accessing the 5G LAN-VN; The correlation for PDU Sessions in different PLMNs, because the member UEs of a 5GLAN group belong to different PLMN or are in roaming; Indirect communication mode support; The QoS, charging issues; 5GLAN authorization; Address allocation, etc.
2.2 User Plane Management Enhancement
2.2.1 General
5G LAN-type service can provide IP-type 5GLAN communication and Ethernet-type 5GLAN communication, between two or more UEs within a 5GLAN group. There are types of traffic routing policies of 5GLAN communication: N6 based, Nx-based and local switch. The routing mechanism for IP-type 5GLAN communication and Ethernet-type 5GLAN communication shall be discussed for these types of traffic routing policies.
5GLAN communication includes one to many data communication. The one to many data communication can be the broadcast or multicast communication. In 5G network, the broadcast or multicast communication may result in flooding the radio network and paging storm. Efficient one to many data communication shall be discussed.
The UEs within a 5GLAN Group shall access the corresponding 5G LAN-type service with respect to the service restrictions associated with the 5GLAN group. The enforcement of the service restrictions shall be discussed.
2.2.2 
Traffic routing mechanism
2.2.2.1
Local switch

UPF enforces local traffic switching based on extension of the Release 15 mechanisms as described in TS 23.501 [3], clause 5.6.10.2 and clause 5.8.2.5. Local switch functionality inside the UPF enables to route the uplink UE traffic from one PDU Session as downlink traffic on the other PDU Sessions anchors at the same UPF without N6 support. 
In order to implement this, the following ways can be considered:

Table 2.2.2-1 methods to implement local switch

	
	description
	Pros
	Cons

	Use session level rules
	The UL PDR detecting the 5GLAN type traffic on one PDU Session can be associated to DL FAR in another PDU session.

For each target UE address, such UL PDR shall associate to DL FAR in the other PDU Sessions.
	Reusing current PDU Session mechanism
	Each UE address change, e.g., new PDU Session, PDU Session release, PDU Session handover, the SMF shall update the related UL PDR in all other PDU Sessions targeting to this 5GLAN group.

The change of a PDU Session will trigger the SMF look into and update the other PDU Session context.

	Use group level rules
	The UL PDR detecting the 5GLAN type traffic on one PDU Session can be associated to one group level rules (named packet handling rules, PHRs). 

For each target UE address, such PHRs shall associate to DL FAR in other PDU Sessions.
	Each UE address change, e.g., new PDU Session, PDU Session release, PDU Session handover, the SMF just update the PDRs for the corresponding 5G LAN-VN. Update signalling is largely reduced and no need to look into the other PDU Sessions.
	PHRs management between SMF and UPF.


The member UEs in a 5GLAN group can be up to tens to thousands, and the number of 5GLAN groups is also supposed to be huge. 
For session level rules, a lot of update signalling will be caused in core network. The UL PDR in a PDU Session detects the uplink traffic to the 5G LAN-VN, it can associate the uplink traffic to DL FAR in another PDU Session in order to route it as downlink traffic on that PDU Session. When UE address changes, e.g., new PDU Session, PDU Session release, PDU Session handover, the SMF shall know the other PDU Sessions targeting to the same 5G LAN-VN by looking into their PDU Session context, and then update the related UL PDR in their context in order to maintain the association between UL PDRs in the other PDU Sessions and the DL FAR in the changed PDU Session.

For group level rules, the SMF shall manage the PHRs (packet handling rules) in the UP nodes (PSA UPF) within each 5G LAN-VN. The UL PDR in a PDU Session detects the uplink traffic to the 5G LAN-VN, it can associate the uplink traffic to the corresponding PHRs, and the PHR is used to associate to DL FAR in other PDU Sessions based on target UE address. When UE address changes, e.g., new PDU Session, PDU Session release, PDU Session handover, the SMF shall just update the PHRs pertaining to this changed UE address in all involved UP nodes of the corresponding 5G LAN-VN. 
The PHRs can be managed using the similar way as N4 PFD management as specified at clause 4.4.3.5 of TS 23.502. Moreover, there is no need to look into the other PDU Session context and update their UL PDRs. 
Observation 2: Local switch routing is implemented by associating the UL PDR in one PDU session with the DL FAR in another PDU session. The association is setup based on the target address in the uplink traffic.
To make the PHR a straightforward understanding, the following figure illustrates the PHRs to implement the local switch: 
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Figure 2.2.2.1-1 PHRs for local switch in a UPF

In Figure above, UPF performs local switch for uplink UE traffic in the following order:

-
Utilizes the PDRs to detect the uplink packets belonging to a session.

-
Utilizes the PDRs of that session to detect the service data flow belonging to a 5G LAN-VN.

-
Utilizes the PHRs of that 5G LAN-VN to find the target FAR(s) of other sessions accessing to the 5G LAN-VN.

-
Utilizes the target FAR(s) to forward the uplink packets as downlink packets on the corresponding sessions.

In order to bind the PDU Session to the 5G LAN-VN the SMF shall configure the PHRs of the 5G LAN-VN, as well as PDRs and FARs of the PDU Session in the UPF to enable local switching. According to UE address, target address range, session tunnel information, etc., the PDRs in the PDU Session are used to detect UL packets belong to a session or service data flow associated with the 5G LAN-VN, and the FARs in the PDU Session are used to associate the uplink traffic to the PHRs of a 5G LAN-VN, which are used to route the UL traffic as DL traffic on one or more PDU Sessions by binding the packet detection rules to the downlink packet forwarding rules of the other PDU Sessions based on the target address of UL traffic.
The PHRs are applicable to three types of traffic, i.e. unicast traffic, multicast traffic and broadcast traffic. To support unicast traffic, the PHRs are used to forward the uplink unicast traffic to the PDU Session that uses the unicast target address in uplink unicast traffic as UE address to access the 5G LAN-VN. To support multicast traffic, the PHRs are used to forward the uplink multicast traffic to the PDU Session(s) that use the multicast address in the uplink multicast traffic as a multi-cast group address to access the 5G LAN-VN. To support broadcast traffic, the PHRs are used to forward the uplink broadcast traffic to the PDU Session(s) (except the one of the incoming traffic) accessing the 5G LAN-VN.

Proposal 2.1: Considering the signalling overload, it is proposed to use the group level rules. i.e., PHRs to implement the local switch.

Proposal 2.2: PHRs are managed per 5G LAN-VN using the similar way as N4 PFD management as specified at clause 4.4.3.5 of TS 23.502.
2.2.2.2
N6-based routing
For N6-based routing, it means the interworking between the 5G LAN-VN and DN is supported. 
For uplink traffic from PDU Session, taking the same signalling overload into consideration as local switch, the option is to use the PHRs. For the addresses in the DN that can be obtained by SMF, they can be used as the destination address to create the PHRs that associate the uplink traffic belonging to a 5G LAN-VN to N6 interface. If N6-based routing is supported and the target address in uplink traffic is unknown, e.g., no member UEs use this target address as UE address, the SMF can create the PHRs that route the unknown traffic to N6.  In this case, there is no need to distinguish the traffic to N6 and traffic to other UEs in PDRs and FARs of a PDU Session. 
For downlink traffic from N6, the current downlink PDRs and FARs in the PDU Session can be reused to detect and route the traffic on the corresponding PDU Session.

2.2.2.3
Nx-based routing
For Nx-based routing, the UPF shall route the uplink traffic to the other UPF that anchors the PDU Session using the target address in the uplink traffic as UE address.
For uplink traffic from PDU Session, taking the same signalling overload into consideration as local switch, the option is to use the PHRs. The SMF can obtain or learn all the UE addresses and their respective anchored UPF, the SMF creates the PHRs to associate the uplink traffic to the Nx connection to the respective anchored UPF for each UE address. In this case, there is no need to distinguish the traffic applying local switch and the traffic applying Nx-based routing for the PDRs and FARs in a PDU Session.

For downlink traffic from Nx, the current downlink PDRs and FARs in the PDU Session can be reused to detect and route the traffic connect on the corresponding PDU Session.

Observation 3: Based on traffic routing policies, the SMF can set the rules in UPF to apply Nx-based routing or N6-based routing.
Proposal 3.1: Considering the signalling overload, it is proposed to use the PHRs to implement the Nx-based routing or N6-based routing for uplink traffic. Reuse the current downlink PDRs and FARs to implement the Nx-based routing or N6-based routing for downlink traffic. 

2.2.3 
Efficient one to many data communication

PDU session is applicable to one to many data communication. The UE requests one to many 5GLAN communication during PDU session establishment procedure. The network (e.g., SMF) will allocate address for one to many 5GLAN communication. A common UPF will be selected by SMF to distribute all broadcast/multicast traffic for this 5GLAN group.

In order to minimize the flooding of ARP or ND messages over the radio network and alleviate the paging storm in a 5G LAN-VN, the UPF shall perform ARP/ND proxying as instructed by SMF. In addition to R15 ARP/ND proxying mechanism, the SMF shall inform UPF of the mapping between IP address and MAC address applicable in the 5G LAN-VN. The SMF obtains the mapping between IP address and MAC address for the members in the 5G LAN-VN or for the devices in the Ethernet LAN that interwork with the 5G LAN-VN. Upon receiving the ARP/ND messages within the 5G LAN-VN, the UPF responds to the ARP and / or the IPv6 Neighbour Solicitation Request by providing the MAC address corresponding to the IP address sent in the request according to the stored <MAC, IP> address mapping that provided by SMF or learned via R15 mechanism.
Observation 4: Efficient one to many data communication shall be supported for 5G LAN-type service.
2.2.4 
Enforcement of the service restrictions
Only when the UEs in the 5GLAN Group locate in the allowed area of that 5GLAN group, the 5G LAN-VN can provide data communication for them. The allowed area could be the whole PLMN, e.g., A UE can communicate with any other UE that is a member of the same 5GLAN Group from anywhere there is 5G service. This allowed area could also be a list of TAIs, which can be discontinuous, e.g., a large enterprise with many office sites provides 5GLAN services only at enterprise office locations. 

Observation 5: Each particular 5G LAN-type service may have an allowed area, which can be e.g., the whole PLMN or a list of TAIs/cells.
2.2.5 
Remaining issues

Besides the issues discussed above, there are also some other remaining issues: Service and session continuity due to UE mobility, e.g., any enhancements to current SSC mode, if not, then how and which SSC mode can be reused. Nx implementation, e.g., the protocol stack for Nx implementation and the lifecycle management for Nx connection. I-UPF support, I-SMF support, topology of multiple PSA UPFs; Routing path optimization, etc.
3. Proposals
It is proposed that SA2 discussed above issue and made a decision. Based on the decision the related conclusion can be moved to CR. 
Observation 1: the DNN can be used to denote the 5GLAN group. The DNN can be normal or special. In case of pre-provisioned normal DNN or one DNN to multiple 5GLAN groups, additional group information shall be received. 
Observation 2: Local switch routing is implemented by associating the UL PDR in one PDU session with the DL FAR in another PDU session. The association is setup based on the target address in the uplink traffic.
Proposal 2.1: Considering the signalling overload, it is proposed to use the group level rules. i.e., PHRs to implement the local switch.

Proposal 2.2: PHRs are managed per 5G LAN-VN using the similar way as N4 PFD management as specified at clause 4.4.3.5 of TS 23.502.
Observation 3: Based on traffic routing policies, the SMF can set the rules in UPF to apply Nx-based routing or N6-based routing.
Proposal 3.1: Considering the signalling overload, it is proposed to use the PHRs to implement the Nx-based routing or N6-based routing for uplink traffic. Reuse the current downlink PDRs and FARs to implement the Nx-based routing or N6-based routing for downlink traffic. 

Observation 4: Efficient one to many data communication shall be supported for 5G LAN-type service.
The companied CRs are S2-S2-1900596/S2-1900597.
Observation 5: Each particular 5G LAN-type service may have an allowed area, which can be e.g., the whole PLMN or a list of TAIs/cells.
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